Human Cyber Risk Management and Behaviour Change Platform

CyberRisk Aware

“Your staff are your greatest security asset,
If helped in the right way .”
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Our Mission: To protect people,
institutions and cities from cybercrime
through education and awareness
that changes behaviour.

Cyber Risk Aware

V

Our unique
real-time technology

Market Disrupting oo e ot
Behaviour Change Technology

Enabling positive human behaviour

change in real-time, on any device,
in any location.
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Why help staff and not just focus on technical defences ?

Cyber criminals are actively exploiting
human behaviour vulnerabilities!

Direct role in: -
- 88% of total losses in the last 5 years
- 66% of major data breaches

> Lack of or ineffective security awareness
> Social engineering

> Unpatched systems

» Weak configurations

> Lack of appropriate defenses

Source :- Verizon DBIR over the last 5 years
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What are security budgets being spent on ?

* Operational infrastructure security (50 percent):
General Network Security
Identity and Access Management (IAM)
Privilege Access Management (PAM)
Endpoint and Data Security.

Resources

* Vulnerability management and security monitoring (20 percent):
Vulnerability assessments, scanning and remediation Computers HumanOS
Security Operations Centre (SOC) and Security Information and Event Management (SIEM) costs.

* Governance, Risk and Compliance (GR&C) (16 percent):

Activities securing the company via an approved and certified framework, as well as complying with industry-specific regulations.

* Application security (14 percent):
Combination of penetration testing practices geared towards improving hardware, software and employees from evolving threats.

Source:- Gartner “IT Key Metrics Data 2019: Key IT Security Measures: by Industry,” Eric Stegman
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Typical Security Awareness Programs

Phishing Simulations
Phish Report Button
Training Courses
Training Videos
Policies

Quizzes

Reports

In-person events
Mascots

Branded Collateral

CyberRisk Aware

2021 Security Awareness Plan

+ Quarterly Review
Program + Plan Adjustments

Train - Passwords Encryption Pll
Lunch-n-Learn

= Phish 1/3 Employees Phish 1/3 Employees Phish 1/3 Employees
Assess . Remediation Phishing * Spear Phish VP & SVP Remediation Phishing
Remediation Phishing

- Poster Poster . Poster
Brand - Intranet Article Intranet Article Intranet Article
+ Supplemental PPT Supplemental PPT Supplemental PPT

Theme: Complying with InfoSec Standards
September

« Quarterly Review
Preram + Plan Adjustments

Train - Data Security Data Destruction Hacked
Lunch-n-Learn

« Phish 1/3 Employees Phish 1/3 Employees = Phish 1/3 Employees
Assess + Remediation Phishing + Spear Phish VP & SVP Remediation Phishing
Remediation Phishing

* Poster Poster Poster
Brand - Intranet Article Intranet Article Intranet Article
- Supplemental PPT Supplemental PPT Supplemental PPT

| Apri J  May Qi June |

* Quarterly Review
Program . pjan Adjustments
* Home Centric Leamning Path for Team Members (Optional Enrollment)

* Mobile Device
Physical Security Social Networking Security

= Wi-Fi Security

= Phish 1/3 Employees Phish 1/3 Employees = Phish 1/3 Employees
* Remediation Phishing = Spear Phish VP & SVP + Remediation Phishing
Remediation Phishing + Survey

Poster Poster
Intranet Article Intranet Article
Supplemental PPT Supplemental PPT

Theme: Putting the “U” in Security
November December

= Program Alignment:
Program Culiure & Objections
= Kickoff

Train - Email & Messaging Social Engineering * Browser
» Lunch-n=Leamn

+ Phish 1/3 Employees Phish 1/3 Employees
Assess * Remediation Phishing Remediation Phishing

* Poster Poster
Brand - Intranet Article Intranet Article
- Supplemental PPT Supplemental PPT

Them hishing and Social Engineel
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The results of just phishing and scheduled training....
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Source:- Verizon DBIR over the last 5 years
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Observations to be aware of ....

Companies do not know
who to train, nor on what
topic, as they have no

Unable to measure or
demonstrate the

Traditional “spray and
pray” staff training is not
changing risky behaviour visibility into staff effectiveness of a security

and is just a tick in the b . awareness training

ehaviour or knowledge

box exercise program
gaps

Staff don't benefit from Staff recidivism of risky Phishing statistics and
more tick-the-box training, actions, increases at an training completion rates
they need help in the exact alarming rate when not alone, are wholly

moment they conduct provided with the correct inadequate as they do not

risky behaviour security awareness training measure behaviour change
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Human Cyber Risk Management

Security
- . -
Program
What Are My Top Am | Effectively Managing
Human Risks? Those Risks?

1.ldentifying an organisation’s top human risks.
2.Defining the key behaviours that most effectively manage those risks.

3.Communicating to, training, and engaging your workforce so they exhibit those key behaviours.
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Define Outcome Metrics

Performance

: Outcome Metrics
Metrics

Activity Metrics

# of mock Mock phishing Real phishing
phishing campaigns click rate click rate

Targeted behaviour
change after
training

# of training Training module
modules created completion rate

Cyber Risk Awre cyberriskaware.com



Instant learning moments, on any device, in any location,
In response to actual user activity.

SOARDphish™

Human Phishing Analysis

Cyber Risk

& Incident

Behaviour Response

Knowledge Assessments Data ba se & Security Orchestration & Automation
Email Phishing Tests . Threat Intelligence
SMS Phishing Tests Data Ana Iytlcs Security Incident Response Platform
Detect > Prioritise > Triage > Respond

Assessments

Behaviour Database
Behaviour Models

Contextual Tracking Behaviour Change

e . Human Cyber Risk Scoring
Training & Cyber Essentials, GDPR, CCPA Leverage
Awareness 1502700T,NIS C°mp"ance Client Technical

Defences

Content Library

Network Behaviour Analytics

Training Content '
(GCHQ Accredited) User Behaviour Analytics
available in 31 languages . Endpoint Behaviour Analytics
Security Videos ‘ _ Data protection
Company Policies Firewalls / Web Gateways

Policy Breach Notices | Anti-Virus
ey TS Human Cyber Risk Management IEM
Upload Existing Content a nd Em ployee Behaviou r Cha nge (E.%eLri%rE{gyT_};rgﬁgipnltjng_i_EA;)ure
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USER TRIES TO DOWNLOAD FREE SOFTWARE

& This site has been blocked by the network administrator.

URL: http://www.google.com/setprefs?sig=0 pAU P710rJnsa...
Block reason: Administrative Safe Search Enforcement

If you believe the below web site is rated mcorrectly click here.

What will the user do now ?
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USER TRIES TO DOWNLOAD FREE SOFTWARE
. @CyberRlshAware

Creating your human firewall!

Unapproved Software Detected!

S

Hey Stephen
e have detected an attempt to download or install unapproved software.

ilst your intentions are good you may not realise that this creates a very high risk for the
ompany.

nstalling or downloading software which has not been approved by your IT Team can lead to
alicious computer programs infecting the network and causing all sorts of problems such as
ansomware or Data Theft leading to fines or loss of our customers.

f you need any assistance with obtaining software or would like to see what software is on the
approval list please click the button below.

CYber Risk Aw re cyberriskaware.com



Ease of access = Consumption = Behaviour change
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Enhanced visibility and positive outcomes

g

Up to 90% reduction

in staff phishing

u g susceptibility
Organisation Risk Score Risk Attributes Human Cyber Risk Analyzer
Risk Attributes . o B
c;b:r @ >hishing Knowledge 18 Phishing 242 These analytics display your
is 1,000 2,000 SMiShing SMishing 2 organisations measured risk score
e . On average, 80% of
anne Your risk score is made up of the
Time Frame A following lements staff see themselves
@ Real Time
« Phish Prone Risk k
Al . 0 . - phish Prone s ‘Y& as part of the
+ SMiSh Prone Risk 1 1
1 807 Training 1491 » Training completion Risk Secu rlty SOI Utlo n
+ Knowledge Assessment
« CRA training platform
Risk Score calculation engagement (Last Login) . 0
Phish Risk (242) - Phish Report (2) + SMiSh Risk (2) + Training Risk (1491) + Quiz Risk (18) + Real Time Risk {43} x User + Real Time Risk Activities Typlcal 70 A)
Engagement (16.44%) = Total Risk Score (1807) . . . e
reduction in training
costs
Risk Progress
Risk Attributes 100%
@ Phishing A 40 O 0/
SMiShing 40K M pprox. 0
Trsining H M M
increase in metrics
@ Phish Reporting 50%
@Real Time Events _ 20K
Risk Score — \\_—'--.._______.-——— _ 0
o Up to 800% RO
» against a single
2017 2018 2018 2020 2021 . . .
vear security incident
Organisation Risk | Coun try Department |  Business | t Off u
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Tracking Beh

G m

Organisation
Cyber
Behaviour

Time Frame

All e
Behaviour
All hd

Behaviour Category

All A

aviour Probability

Behaviour Events total is 4255
based on the selected 1460 days

4255

There were 1 events recorded in the
past 30 days. This is a reduction of 10
events on the previous 30 days.

There were 13 events recorded in the
past 90 days. This is a reduction of 37
events on the previous 90 days.

Behaviour Probability is 365.24%
based on the selected 1460 days

365.24%

0.00% 00.00%

The Behaviour Probability for the past
30 days is 3.33%, a reduction of
33.33% on the previous 30 days.

The Behaviour Probability for the past
90 days is 14.44%, a reduction of
41.11% on the previous 90 days.

Behaviour Events and Behaviour Probability v B2 -

Behaviour Categon\Behaviour # Behaviour Events % Behaviour Probability

@ Authentication a2 1657%

:i—) Data Security 88 16.14%

E) Device S

Disable antivirus

Disable auto-updates 67 1433%

Disabled encryption 203 742%

Disbaled firewalls 86

Tether a |

Tum on Bluetooth 70 459%

Behaviour Probability Progress
Behaviour Category  100%
@ Authentication

Data Security

Device Security

Network Security

Online Security

Social Engineering

U
=]
xJ

[=]
&

Behaviour Category\Behaviour

Select the plus symbol to see the
behaviours within each behaviour
category.

% Behaviour Probability = the
number of events in the selected time
frame divided by the number of days
in the same time frame.

% Behaviour Probability calculates
the probability of behaviour events
occurring in the future.

Behaviour Probability Progress

We measure the % Behaviour
Probability for a selected date range
to analyze behaviour progress over
time.

By default, these results are
demonstrated by year.

To drill into the months within a year,
right-click on the year and select drill
down. Repeat to drill up.

Organisation Cyber Behaviour

CyberRisk Aware

User Cyber Behaviour

cyberriskaware.com




Takeaways

e |dentify Top Human Cyber Risks & Desired Behaviour Outcomes

* Help staff in their exact moment of need and not just on a schedule

* Phishing simulations and Training completions alone are not enough.

* Technical defences may not prevent attacks but do have a role to play. Gﬁ

* Staff are your greatest security asset, if helped in the right way! Empouer

employees
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CyberRisk Aw re

Thank You

Email: - stephen@cyberriskaware.com

Web: - www.cyberriskaware.com

Demo: - https://www.cyberriskaware.com/request-demo/
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